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Abstract—A concept has been developed for a nextgeneration integrated countermeasure architecture to detect
improvised explosive devices hidden on people or left
behind in unstructured crowds. The work is part of the
Standoff Technology Integration and Demonstration
Program of the U.S. Department of Homeland Security’s
(DHS’s) Science and Technology Directorate. The
architecture uses a layered-defense approach that
automates screening operations, prioritizes threats, and
mobilizes resources accordingly. A system tracks people in
motion, integrating and automating sensor control and scan
acquisition to optimize threat-identification accuracy and
allocation of screening resources. A threat-based decision
module prioritizes screening targets based on user-defined
rules. Operators manage system-wide risk and mobilize
field teams for interdiction. DHS is working with industry
on technology development and testing to achieve the
required level of system integration and economics in crowd
conditions.

1. INTRODUCTION
The U.S. Department of Homeland Security’s (DHS’s)
Explosives Division, within the Science and Technology
Directorate, researches, develops, tests, and evaluates
technologies to detect, mitigate, and respond to terrorist use
of explosives in the United States. DHS’s Standoff

Technology Integration and Demonstration Program
(STIDP) is designed to accelerate the development of
integrated standoff and remote countermeasure architectures
in crowd situations such as large public events and masstransit facilities. In alignment with National Planning
Scenario 12, the program addresses threats posed by suicide
bombers, vehicle-borne improvised explosive devices, and
leave-behind bombs [1].The countermeasure architecture
being developed integrates modules such as sensors, an
object-tracking system, threat/asset management and
decision-support/data-fusion algorithms, an operator
interface module, and a data-management system networked
into a geographic information system (GIS)-based
backbone.
The program uses an iterative development approach, which
involves identifying commercially available technical
solutions, modifying or maturing them to meet the
architecture requirements of screening an unstructured
crowd for explosive devices, integrating the solutions,
testing them in live operational environments, and providing
feedback and acquired data to technology developers.
Lessons learned from operational testing drive the evolution
of the integrated countermeasure architecture. Capability
gaps in countermeasure and enabling technologies are
identified for industry and academia outreach and as areas
for research and development investments.
Detecting explosives at a distance in unstructured crowds
presents many challenges [2].The most effective explosivesdetection approach for crowds deploys multiple detectors
networked to a decision-making system, where each sensor
detects different aspects, or “characteristics,” of the same
potential threat [3]. A countermeasure architecture goes a
step further, combining a suite of detection and enabling
technologies that are operated and physically deployed as a
system and integrated with the business operations of a
venue.

This paper presents a next-generation countermeasure
architecture to detect and defeat person-borne improvised
explosive devices. The architecture is based on results from
an initial design that was tested under crowd conditions in
2008, a broader survey of existing and emerging
commercial technologies, and consultation with industry
and government stakeholders.

2. TESTING A FIRST-GENERATION
COUNTERMEASURE ARCHITECTURE
FOR PERSON-BORNE IMPROVISED
EXPLOSIVE DEVICES
This section outlines 2008 field tests of a first-generation
countermeasure architecture, subsequent recommendations,
and further analysis to address the issues identified in the
field tests.
2.1 Field Tests: Design Overview
The first-generation countermeasure architecture tested in
2008 addressed person-borne threats in the form of suicide
bombers and leave-behind bombs [2]. STIDP staff, with key
stakeholders, developed high-level requirements for the
standoff architecture. Candidate standoff technologies were
identified from recommendations by U.S. and U.K. agencies
and due diligence ensured they could be safely operated in a
public environment without affecting venue operations.
Product maturation investments enabled the technology
developers to adapt their solutions to the unstructured crowd
environment and to integrate them as a system.
Five field tests were conducted at the Standoff Detection
Test Bed that DHS established at the Toyota Center, a
6,000-seat, multipurpose arena in Kennewick, Washington.
Crowds arriving at the arena for five hockey games were
screened as they walked through specific zones of the
parking lot and approached the entrance. Long-wave (8-12micron) and mid-wave (3-5-micron) infrared cameras were
deployed to detect concealed objects, such as a suicide
bomber’s vest. A millimeter-wave radar system with
automated video-based tracking capability was used as a
secondary sensor to detect concealed objects. A stand-alone
video analytics system was deployed to identify leavebehind items and pre-defined behavioral anomalies such as
loitering. To improve the detection of concealed objects,
the architecture integrated sensors through a target-dispatch
system that enabled the spatial coordinates of a walking
person to be passed from one sensor to other. The
transmittal of coordinates to the radar system allowed rapid
repositioning of the sensor such that a second scan of a
person of interest could be obtained. The architecture also
included an integrated operator console where multiple
sensors were controlled and monitored as a system.

2.2 Technical and Operational Recommendations
The field tests were valuable in identifying effective
screening approaches. For example, screening individuals
with two integrated, orthogonal screening technologies
(infrared and millimeter-wave) and presenting results to the
operator on a single display console improved detection and
decision-making. Using the target-dispatch system to
reposition the millimeter-wave radar system on a person of
interest was much faster than manual repositioning.
Limiting operator movement of infrared cameras targeting a
screening zone reduced operator workload and led to more
thorough scans of individuals.
The tests also revealed the limitations of the first-generation
architecture that must be overcome for whole-venue
screening. The operator workload was too great, as were the
manpower requirements. Crowd dynamics posed the most
significant challenge. Higher crowd densities resulted in
temporary occlusions, limiting the effectiveness of line-ofsight-based sensors. At times, the crowd arrival rates
exceeded the sensor throughput due to the need for several
seconds or more of target dwell time to assess the presence
of a threat object. Lack of sufficient spacing between
individuals resulted in increased false alarms from enhanced
radar back-scattering or erroneous video tracking.
A number of recommendations have been developed to
overcome these and other challenges. A “first line of
defense” strategy would reduce the number of people that
would need to be screened with expensive, low-throughput
sensor assets. With this approach, low-cost, widely
deployable sensors capable of screening all arriving patrons
identify a small group of higher-risk patrons based upon a
threat characteristic. These patrons are handed off to the
higher-cost, low-throughput assets that sense different threat
characteristics. The combined screening results are used to
make the interdiction decision. To automate operations,
video-based people tracking must be improved to cover
larger areas, track more people, and operate in poor lighting
conditions. Algorithms for determining video-based
behavioral anomalies at large public events need further
testing and development before they can be reliably used.
The operator workload—positioning sensors, handing target
coordinates from one sensor to another, interpreting images
for concealed threats, calling for interdiction, and system
management—should be automated to the extent possible
such that operators can focus on alarm management and
situational awareness. Data-fusion and decision-analysis
tools could improve operator decision making and
countermeasure effectiveness. On-the-ground spotters—
trained law enforcement personnel looking for unusual
behaviors, movements, or other anomalies—could transmit
and receive video, sensor, and positional data to help
identify people of interest.

2.3 System Engineering Studies and Industry Input
To understand the landscape of solutions and providers that
could address the issues discussed above, STIDP staff
embarked on system engineering studies called “deep
dives.” Each deep dive defined a problem statement and an
initial set of technical and operational requirements.
Existing and emerging technologies, key industry players,
integration issues, technology gaps, and research,
development, and testing needs were defined for each area.
The initial set of deep-dive topics included first-line sensors,
people/object tracking, data management, and operator
interfaces such as situational awareness, operator control
hardware, and command-center design. Planned deep-dive
topics are cameras and camera networks, concealed-object
detection sensors, crowd dynamics, and datafusion/decision-support. Deep dives were conducted by
reviewing thousands of open-literature publications and
patents and internet content, and through direct input from
industry and government.
After analyzing this wide range of information sources,
STIDP staff selected the most promising solution options
and consolidated them into a concept for the next-generation
integrated countermeasure architecture. The architecture,
described in the following section, will continue to be tested
and refined, along with requirements to achieve it, in an
iterative process. Industry involvement is crucial to the
success of this process.

3. NEXT-GENERATION ARCHITECTURE
CONCEPT
The conceptual architecture, shown in Figure 1, uses a
layered-defense approach that prioritizes threats and
mobilizes resources accordingly. First-line sensors identify
people of interest who should be interrogated with one or
more screening technologies. People who alarm first-line
sensors are tracked; their spatial coordinates are generated
and passed to a threat/asset management application that
prioritizes screening based on pre-defined rules such as
compatibility with sensor range. The system then transmits
coordinates to the appropriate downstream sensor and a scan
is conducted. The screening result is displayed to the
operator and associated data are captured for operator
examination, if necessary. If the outcome is still
ambiguous, a third sensor may be used to screen the person
of interest. The process continues until all the people of
interest are screened.

Figure 1 – Next-Generation Architecture Concept
Illustrating Countermeasure and EnablingTechnology Modules
Should an interdiction be necessary, operators send an
image of the person, their location, heading and sensor
response(s) to the appropriate interdiction team. Spotters
carrying cameras and/or sensors also mingle in the crowd
and identify people of interest to operators for priority
screening. GIS capabilities enable post-event analysis of key
countermeasure data such as numbers and percents of
people screened and nuisance-alarm rate. Data are archived
and exported for subsequent analysis.
3.1. Countermeasure Modules
Detection systems (sensor sets)—Detection systems must be
able to locate concealed objects and leave-behind bombs.
Remotely deployed or standoff systems detect one or more
signatures using a variety of technical approaches such as
infrared, millimeter-wave, and terahertz sensor/imaging
systems. Detection systems are deployed in a layered
approach, often in multiple “sensor sets;” they must be
operated as a system and, collectively, must overcome
crowd dynamics issues. Orthogonal sensors—sensors that
detect different concealed-object signatures characteristics
from explosive devices or use different detection
principles—should be used if possible.
The sensors that serve as the first line of defense winnow
the arriving crowd into higher- and lower-risk groups based
on pre-defined threat characteristics. Those who trigger the
first-line sensors are subject to screening by other sensor
sets or immediate interdiction by law enforcement. As
shown conceptually in Figure 2, first-line sensors reduce the
number of people that need to be screened by expensive
screening assets, thereby yielding a more cost-effective
integrated countermeasure. First-line deployment concepts
include a “trip wire” and a distributed array that could track

Figure 2 – First-Line Sensors Reduce Downstream Screening Demands
an individual by sensing a signature in space. The candidate
first-line sensor technology is based on the use of
magnetometers.
A brief description of the countermeasure and enabling
technology modules follows.
Among the data produced by detection systems are visible
and infrared images, other electromagnetic signal streams
(e.g., millimeter-wave or terahertz data), state information
(alarm, clear, or indeterminate; relative risk level), simple
digital and analog sensor output (threshold exceeded, signal
strength or other signal characteristics), screening counts,
and target positional information. Sensors may include
automated alarms or may require the operator to make a
subjective determination of the threat level. Presentation of
sensor data to operators in the right way at the right time is a
critical element of an integrated architecture.
Operators (not shown in Figure 1)—Operators of the
integrated system are responsible for maintaining situational
awareness, responding to and prioritizing alarms, managing
system health (e.g., recognizing sensor failures), and
countermeasure-wide communications such as engaging
spotters, interdiction teams, and command hierarchy.
Operators typically are law-enforcement or military
personnel.
Spotters—Spotters, typically trained law enforcement, mix
in the crowd, looking for physical or behavioral signatures
or suspect behavior. They may be equipped with a sensor,
such as a pocket-based magnetometer, camera, computer,
and marking technology—such as an infrared-beam
source—to identify people of interest. They provide
situational awareness in the field to the command and
control center and receive information from the operators.

Interdiction/secondary screening—Trained law enforcement
personnel stop and interrogate people of interest and
determine whether to release or detain them. The
interdiction team carries communications equipment to
receive data on potential threats and convey results of field
decisions. Ideally, interdiction takes place at a sufficient
standoff distance from dense crowds, queues, or key
infrastructure. Interdiction may also take place behind a
blast barrier and may include secondary screening
technologies such as a metal detector, trace explosives
screening, whole-body imaging, or a manual pat-down.
3.2. Enabling-Technology Modules
Geographic information system—A GIS integrates
hardware, software, and data for capturing, managing,
analyzing, and displaying all forms of geographically
referenced information, regardless of the data source. A GIS
provides a single platform to gather, store, analyze, view,
and share data and results. The GIS should be a mature,
scalable, secure solution capable of supporting desktop or
web-based applications and a wide range of datamanagement needs. Middleware, software, and/or hardware
integrate various systems in the architecture. Examples of
middleware include the threat/asset management module, a
module to control and display sensor interfaces, and a
module to send information to and from spotters and
interdiction teams.
GIS applications can present strategically designed
information “layers” to the operators (Figure 3). The
layered information approach allows the operator to drill
down to the level of information needed (Figure 4). A GIS
integrated with a people-tracking system enables automated
decision-making based on spatial relationships. Sensors
used for a scan can be selected and directed based on a clear
line of sight to the target, the angle of approach, and the

Figure 3 – A GIS System Can Generate and Present Layered Data Sets to Operators to Help Make Risk Decisions
effective sensor range. Field team and sensor locations can
be modified based on real-time traffic flow.
Surveillance system—Video-camera systems provide realtime images for situational awareness, decision support, and
protection of sensor assets during and between events.
Video feeds also can be analyzed by sophisticated software
to identify a variety of user-defined physical- and behaviorbased anomalies, identify people, and track objects while
providing real-time geo-referenced coordinates. Camera
requirements for situational awareness may be significantly
different from those for people tracking and can impact
other architecture components such as data management and
the network.
People tracking—Geo-registered tracking of arriving
patrons is a key technology that addresses several
architecture issues. Transmitting a person’s coordinates to
sensor systems helps automate screening and enables the
operator to focus on risk management rather than sensor
operation. Several commercially available technologies are
capable of geo-registered people tracking; video-based
solutions are the most relevant to our challenge. Multi-

camera views are necessary to overcome occlusions and
lighting issues and camera-to-camera handoff is needed to
cover wide areas. High-resolution cameras reduce the
number of cameras needed, but they also place more
demand on computational and network resources. Video
systems must generate accurate coordinates of multiple
individuals in the field of view and make them available to
one or more sensor systems via the GIS backbone. Though
the industry is rapidly advancing its software and hardware
systems for video-based tracking solutions, industry needs a
ground-truthed video data set of large, unstructured crowds
under nighttime or area lighting conditions to test and
advance tracking algorithms.
Digital network—The architecture needs a robust, stable,
secure network capable of integrating a variety of camera
systems, sensor arrays, and computational resources such as
people-tracking processors. Minimal network latency,
manageable bandwidth, network self-diagnosis, and security
management must be addressed in the network design.

cost and/or operator requirements. Thus, sensor assets
should focus on higher-threat individuals, such as people
eliciting a “threat” or “indeterminate” sensor response;
people who can’t be screened because of blocking effects;
people exhibiting physical or behavioral signatures; and
unscreened individuals closest to the venue’s entrance. An
application is needed to manage user-defined threat-based
rules, assign a threat level to individuals being tracked,
prioritize threats, and optimize how sensors are used based
on priority, range, occlusions, or blocking effects.

4. NEXT STEPS
To address the wide range of venues and operational
models, STIDP will be developing a “tool box” of
technologies and a suite of design principles and operational
concepts that could be used to protect venues from
explosives threats. A key concept moving forward is
standards-based integration of an evolving suite of standoff
and remotely operated sensors. The adaptation,
development, and integration of the enabling technology
modules via the GIS backbone are keys to achieving this
goal (see Figure 1).
STIDP is working with the National Institute of Standards
and Technology (NIST) to coordinate, leverage, and
advance video-based geo-registered tracking technology. In
concert with NIST, STIDP is working with other
government agencies, industry, and academia to develop
requirements for creating a large-public-event video data set
that the community could use to evaluate and advance
tracking algorithms.

Figure 4 – Concept of a GIS-Based Operator Interface
Display. The top image shows an interactive map of sensor
locations in a venue, arriving patrons being tracked and their
screening status; the bottom image shows live screening
data from a person of interest.
Data management and analysis—The management and
analysis of digitally and manually generated sensor, video,
and event data are critical to understanding the effectiveness
of individual architecture components as well as the
integrated countermeasure. The data-management system
must be able to collect, store, archive, export, present, and
analyze digital data cost effectively, with little manual
oversight, at the appropriate frame rate and resolution, and
without latency or data loss.
Threat/asset management—The number of sensor assets
deployed in a countermeasure is limited because of their

STIDP continues to coordinate developments with other
agencies and countries. The United Kingdom, for example,
is generating video data sets for evaluating people-tracking
technologies [4] and benchmarking standoff and remotely
operated sensors. The North Atlantic Treaty Organization is
developing and integrating standoff and remotely operated
sensors for a mass-transit facility demonstration. The U.S.
Department of Defense and the governments of countries
such as Iraq and Afghanistan seek to protect marketplaces,
polling sites, mosques, and other places where crowds make
attractive targets for terrorists. To coordinate and leverage
the investments of these and other agencies, STIDP
established the Interagency Standoff Explosive Detection
and Defeat Working Group, which comprises U.S. and
international agencies involved in explosives research,
development, testing, and evaluation. The Working Group
shares information and leverages activities associated with
countermeasure architecture concepts, standards and
requirements, technology pipelines, program plans and
investment strategies, testing and evaluation, test-bed
access, and policy issues.
Commercial sectors—such as venue-and stadiummanagement associations—also have shown interest.

Additional potential end users are being explored as a
broader customer base for technology developers.
To evolve the architecture, a three-year plan is being
developed. The plan uses a stage-gate approach with testing
and development cycles to accelerate viable technical
solutions. End users provide input on requirements, system
design, and the usability of the deployed equipment. STIDP
is developing detailed operational and technical
requirements that will help drive industry solutions.
Product maturation funds are made available to vendors to
adapt and integrate their technologies to meet the
architecture’s requirements.

5. CONCLUSIONS
A second-generation countermeasure architecture concept to
defeat person-borne improvised explosive devices was
developed using field test results and input from industry
and government. The architecture comprises integrated
countermeasure and enabling technologies. To address a
wide range of venues and applications, a range of technical
solutions is needed. Significant capability gaps exist in
standoff or remote detection systems, including first-line
sensors; people-tracking; threat asset management; and
decision support/data fusion algorithms. A three-year
program has been proposed to advance the architecture
through a combination of product maturation, stand-alone
module testing, and the incremental integration of modules
into a system.
Advancing individual technologies and operational
approaches will require developing and promulgating
standards and requirements (e.g., to facilitate sensor
integration), leveraging and coordinating the work of
foreign and domestic agencies, developing a technology
roadmap, and broadly communicating the integrated
countermeasure architecture to industry and academia. As
technologies are advanced, they must be incrementally
integrated into an overall countermeasure architecture that is
then tested and evaluated under crowd conditions. Field
demonstration results will help define future research and
development needs, generate changes to operational
concepts, and refine technical and operational requirements.
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